N NN
§ actlaw
\\ soclety

\

Briefcase to Cyberspace:

cyber security considerations/

for government lawyers /

ANNIE HAGGAR
PARTNER, NORTON ROSE FULBRIGHT AUSTRALIA

AMANDA WESCOMBE B ..;:_.-
SPECIAL COUNSEL, NORTON ROSE FULBRIGHTAUSERALFA »'
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO




A
NORTON ROSE FULBRIGHT

Your
Presenters About Annie
Partner, Head of Cyber Security Australia
Annie is one of Australia's leading cyber security
Annie lawyers with a proven track record of excellence in

the field of cyber security and technology law in
Australia and globally, having supported
multinational businesses, governments, and critical
infrastructure clients on emerging cyber issues
across a more than 20-year career.
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Special Counsel
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Amanda is a senior cyber security lawyer and a
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government clients. At Norton Rose Fulbright
Amanda's practice combines her legal,
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advise clients how to understand, prepare for,
defend against, and recover from, cyber-
~ attacks.
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Cyber statistics
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67%

of data breaches
reported to the OAIC
occurred because of
a malicious or
criminal attack
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1in5
victims reported a
ransomware attack
when it occurs
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43.6%

of submitted cyber
incidents to ASD

were reported by

federal, state, or

local governments

O
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30%
of data breaches
reported to the OAIC

occurred because of
human error

55%
of cyber incidents
reported to OAIC
involved phishing or
similar methods to
gain user credentials

927

data breach
notifications were
made to the OAIC
between January to
June 2024

Sources: ASD Cyber Threat Report 2022-23; OAIC Notifiable Data Breaches Report: January to June 2024; AIC Crime & Justice

Research 2023; Cyber crime in Australia: 20 years of in-action - Mr Nigel Phair 2021

94,000

reports were made to
ASD in the prior year
through ReportCyber —
equal to 1 every 6
minutes

|
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$42bn

is the annual cost to
the Australian
economy because of
cyber crime
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https://www.cyber.gov.au/sites/default/files/2023-11/asd-cyber-threat-report-2023.pdf
https://www.oaic.gov.au/privacy/notifiable-data-breaches/notifiable-data-breaches-publications/notifiable-data-breaches-report-january-to-june-2024
https://www.aic.gov.au/sites/default/files/2023-10/crime_and_justice_research_2023.pdf
https://www.aic.gov.au/sites/default/files/2023-10/crime_and_justice_research_2023.pdf
https://www.unsw.edu.au/news/2021/12/cybercrime-an-estimated--42-billion-cost-to-australian-economy#:%7E:text=More%20resources%20are%20needed%20to%20address%20cybercrime%2C%20with,costs%20Australia%E2%80%99s%20economy%20about%20%2442%20billion%20a%20year.
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Laws

CURRENT LAWS

Privacy Act (Cth) 1988

» Corporations Act (Cth) 2001

Security of Critical Infrastructure Act (Cth) 2018

» Telecommunications Act (Cth) 1997

Sources: Parliament of Australia - Cyber Security Bill 2024

NEW LAWS

New Cyber Security Bill 2024 tabled 09/10/24
v" Cyber Incident Review Board (CIRB)

v" Limited use # ‘Safe harbour’

v" Internet of Things (loT) security standards

v Mandatory ransom payment reporting

Privacy Act reforms tabled 12/09/24

v Doxxing

v" Privacy policy that meets new requirements

v Cyber incident reporting obligations update

v New tort of serious invasion of privacy

Security of Critical Infrastructure Act (SOCI) amendments tabled
09/10/24

v New categories of critical infrastructure assets = includes secondary assets that
hold critical data and relates to the primary asset

v Telecommunications Act security requirements transitioned into the SOCI Act

Intelligence Services Act amendments to allow for limited use
sharing

NRF


https://www.aph.gov.au/Parliamentary_Business/Bills_Legislation/Bills_Search_Results/Result?bId=r7250

Regulatory and legal developments

REGULATORY ACTION

LEGAL ACTION

Australian Communications

and Media Authority (ACMA)

» announced investigation [11
October 2022]: issued $1.5m
penalty [6 March 2024]

« filed FCA proceedings [22 May

Office of the Australian
Information Commissioner
(OAIC)

» filed proceedings in the Federal
Court of Australia (FCA) [14 June
2024]: 9.7 million each x $2.2
million each contravention =

OAIC and The New Zealand
Office of the Privacy
Commissioner (OPC)

« commenced a joint privacy
investigation [10 May 2023]

» first ever joint commissioner

OAIC

» commenced investigation [21
February 2024]: response to data
breach notification 8 May 2023

2024]: 3.6 million x $250,000 per potential $21.5 trillion investigation
penalty = potential $900 billion
Australian Prudential
OAIC Regulation Authority (APRA)
» announced investigation [11
October 2022] «  imposed $250 million capital
adequacy requirement [27 June
2023]
Slater & Gordon Phi Finny McDonald and Gordon Legal and Hayden National Justice Project
Quinn Emanuel Urquhart & Stephens & Associates
« filed a consumer class action in Sullivan + given notice to represent 12 NDIS

the FCA [21 April 2023]

« over 100,000 participants

» commenced shareholder class
action [29 March 2023]

Slater & Gordon

» filed consumer class action in the
FCA [4 May 2023]

» joined by Baker McKenzie [1
August 2023]

* announced investigations into
potential legal action [28 March
2023]

* lodged a complaint with OAIC

participants in a class action [3
September 2024]




The Auditor-General
Auditor-General Report No_38 2023-24
Performance Audit

Australian National Audit Office

Management of Cyber Security Incidents

Australian Transaction Reports and Analysis Centre Defence’s M gement of ICT Sy 1s Security
Authorisations

Services Australia
Department of Defence

+ 2022 — Management of Cyber Security
Supply Chain Risks

The Auditor-General
Auditor-General Report No.9 2022-23
Performance Audit

+ 2024 — Management of Cyber Security
Incidents

Australian National Audit Office

+ 2024 — Defence’s Management of ICT
Systems Security Authorisations

Management of Cyber Security Supply Chain Risks

Australian Federal Police

n Office

Australian Tax;

Department of Foreign Affairs and Trade
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Who is attacking Government entities?

01100110010101110010100
10010011101101011 00011010
Borl g

State-sponsored attacks Hacktivists Cyber criminals Insider threats
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State-sponsored attacks are happening right now.

Chinese hackers access US telecom firms, Chinese hackers spent 5 years waiting in U.S.
Woitying national security officlals infrastructure, ready to attack, agencies say

@ g By Sean Lyngaas and Evan Perez, CNN The report is one of the first public indications that Chinese hackers have had years of access to
7 @ 3 minute read - Updated 8:24 AM EDT, Sun October 6, 2024 .
US. infrastructure.

A
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Impacts of a cyber
incident on government

A

Loss of Trust

Funding Scams

R

National Security

5th Domain of War

g

Waste of Public Money



Attack type: Supply Chain (or “indirect”) Attack
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It doesn’t matter how secure you are

Government Supply Chain if you don’t secure your supply chain /I\\IRF



Direct What kind of breach? Indirect
CISO calls

Impact on
systems

Level of data
impacted

Regulations
Investigations

Briefings

Notify impacted A
people NRF



Direct What role does legal play? Indirect

Legal role

Impact on
systems

Level of data
impacted

Regulations
Investigations

Briefings

Notify impacted A
people NRF



Direct

Get briefed

What role does legal play?

Legal role

Impact on

Ask questions

If uncertain, clarify

systems

Level of data
impacted

Regulations

Investigations

Briefings

Notify impacted
people

Indirect



Direct What role does legal play? Indirect

Legal role Personal information?
; Deleted
Get briefed
Impact on Sensitivity
Ask questions systems Stolen
Classification
If uncertain, clarify Changed

Level of data Location
impacted

How impacted

Regulations

Investigations

Briefings

Notify impacted
people



Direct

Get briefed

Ask questions

If uncertain, clarify

Who?
Whlat?
Whlen?
Whlere?
Wr|1y?

Drafts

Reviews

Commissions

What role does legal play?

Legal role

Impact on

systems

Level of data

ASD

impacted

OAIC

Regulations

ASIC

Other regulators

Investigations

SONS/SOCI

Tracking/Monitoring

Briefings

Notify impacted
people

Personal information?

Indirect

Sensitivity

Classification

Location

How impacted

Deleted

Stolen

Changed




Direct

What role does legal play?

Get briefed

Ask questions

If uncertain, clarify

Who?
Whlat’?
Whlen?
Whlere?
Wr|1y?

Drafts

Reviews

Commissions

ASD

OAIC

ASIC

Other regulators

SONS/SOCI

Tracking/Monitoring

Legal role

Impact on

systems

Level of data
impacted

Regulations

Investigations

Briefings

Notify impacted

people

Indirect
Personal information?
Deleted
Sensitivity
Stolen
Classification
Changed
Location
How impacted
Support
Briefings
Privilege

Media review

Managing documentation




Direct What role does legal play?

Indirect
Legal role Personal information?
: Deleted
Get briefed
Impact on Sensitivity
Ask questions systems Stolen
Classification
If uncertain, clarify Changed
Level of data Location
impacted
WTO? ASD How impacted
What? OAIC Support
[ Regulations -
When? ASIC riefings
l Privilege
Where? Other regulators Investigations b
[
Why? SONS/SOCI

Media review

Drafts

Attending?

Managing documentation
Briefings

Reviews

Commissions

Notify impacted
people
Tracking/Monitoring




Direct What role does legal play?

Indirect

Personal information?

Deleted
Impact on Sensitivity
Ask questions systems

Leqgal role
Get briefed

Stolen
Classification
If uncertain, clarify Changed
Level of data Location
impacted
WTO? ASD How impacted
T . Support
T Regulations Briefi
W o riefings
| Privilege
Where? Other regulators Investigations
[
Why?

Media review

NDB i 1

SONS/SOCI
Managing documentation
. o Employees/contracts
Drafts Attending? Briefings
Reviews
ons

How? +—1 Phone

Commissi

Notify impacted Supply chain
people
Tracking/Monitoring

Email

A
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Prepare for a breach

IR Plan for Entity

Legal’'s Incident Response Plan (IR Plan) needs:

U Is there one? Where is it stored? When was it last updated?

U Where are your key delegates? Where is the list? Where are their contact details stored?
U Have you pre-drafted any regulatory communication? Work with the comms team.

U Where is your contact database for all like Notified Data Breach (NDB)/Supply chain?
U Have you extended or got expertise across cyber tech, legal, or support?

U Have your legal + technical experts been retained and cleared?

U Do your key supply contracts include requirements to assist?

U Who are your key decision makers for reporting a data breach?

U Do you have a plan for responding to ransom payment demands?

U What level of disclosure or authority has been granted to your key decision makers?
U How will you protect privilege?

U Is there a media plan or response incorporated into the IR Plan?

NRF



Questions
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Law around the world

nortonrosefulbright.com

Norton Rose Fulbright US LLP, Norton Rose Fulbright LLP, Norton Rose Fulbright Australia, Norton Rose Fulbright Canada LLP and Norton Rose Fulbright South Africa Inc are separate legal entities
and all of them are members of Norton Rose Fulbright Verein, a Swiss verein. Norton Rose Fulbright Verein helps coordinate the activities of the members but does not itself provide legal services to
clients.

References to ‘Norton Rose Fulbright’, ‘the law firm’ and ‘legal practice’ are to one or more of the Norton Rose Fulbright members or to one of their respective affiliates (together ‘Norton Rose
Fulbright entity/entities’). No individual who is a member, partner, shareholder, director, employee or consultant of, in or to any Norton Rose Fulbright entity (whether or not such individual is
described as a ‘partner’) accepts or assumes responsibility, or has any liability, to any person in respect of this communication. Any reference to a partner or director is to a member, employee or
consultant with equivalent standing and qualifications of the relevant Norton Rose Fulbright entity.

The purpose of this communication is to provide general information of a legal nature. It does not contain a full analysis of the law nor does it constitute an opinion of any Norton Rose Fulbright entity
on the points of law discussed. You must take specific legal advice on any particular matter which concerns you. If you require any advice or further information, please speak to your usual contact at
Norton Rose Fulbright.
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